a ick Guide for Administrators
; zeropc Quick Gui ini

This document contains a brief description of how to perform common
ZeroPC administration functions.
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Logging into ZeroPC

Launch your favorite web browser and load: http://<your zeropc IP>/0s
Where <your zeropc IP> is the IP address or domain name that points to your installed ZeroPC system.

Il

LOGIN

Login with username: root, password: startnow

Note: when you first install ZeroPC the root password is set to “startnow”. You can — and should —
change the root password once you have logged in.
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Enterprise Dashboard

The Enterprise Dashboard is the user interface that can be used to perform the administration functions
described in this document.

Enterprise Dashboard HER

File

- [ly My Organization ~l 3 B
) m Organiz.ation management —j—?—‘ zZa?er?:I:cltzca:;opro‘nent from list below
* Details
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* Ext. sharing restrictions —:l Loggin
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You can launch this tool by clicking on the “apps” button, then “Settings...” then “Enterprise
Dashboard”.



Creating Users

To add new users to your ZeroPC system:
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= [ﬁ My Organization
= Rj Organization management
* Details
Statistic
Billing records
Ext. sharing restrictions
Safe zone restrictions
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.

Create new user
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ﬁ. Create new user
=

Create new user

Enterprise Dashboard
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Main user information

User ID: *
Password:
First name:
Last name:
Nickname:

E-mail address: *

* Mandatory fields

Group list
Selected Group name
(& Admin
] liltest
[ test group storage 1
Select all l I Select none

Once a new user is created they will receive an email welcoming them to ZeroPC. You can
optionally force a password reset (2" page of the wizard) that will prompt the new user to enter
their own private password on their first login.
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Active Directory/LDAP Integration (optional)

ZeroPC can be configured to integrate to your Active Directory/LDAP system. Note that this is an
optional feature. If you do note use AD or LDAP please disregard.

Home: | |

Host: | Port: [389_|

‘Base DN: |

Administrator's DN: |

Password: I[Click here to change]

Leave password field empty if connection does not rquire password. Den't click on
it to preserve old ﬂ:sm_m_r_d.v

Result: not tested

There is no need to import AD/LDAP profiles explicitly. Once an AD/LDAP connection is defined in
ZeroPC then the system will attempt to authenticate all subsequent logins to your AD/LDAP server. If
that authentication fails then ZeroPC will attempt to authenticate to it’s own username/password database.

If the AD/LDAP authentication is successful then, if necessary, ZeroPC will automatically create a new
ZeroPC user profile for that user and then present the user with their web desktop. Subsequent logins for
that user will continue to authenticate to AD/LDAP but their ZeroPC web desktop will be persistent.



Managing Web Apps

To provide access for ZeroPC users to web-based applications:
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Enterprise Dashboard HER
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¢ File servers URL: http:// @
* Password policy
+ Remember Me setup Icon: |:| l Change... “ Reset to default I
¢ WebApps | Run in tab
Ll Logging = z 3 :
& File arcess = 7 Run in new window
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¢ All users A Aleks =
¢ Groups
* Activated users u Blippy
* Disabled users
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* Create new user E Facebook
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Managing Windows Apps
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To provide access for ZeroPC users to Windows-based applications (e.g., MS Word, Excel, etc.).

The example below shows the interface control for adding Windows applications hosted on a Windows
Server running Terminal Services. ZeroPC also supports integration to Citrix XenApp.

File

All users
Groups
Activated users
Disabled users
Locked users
Search users

* e 0 e e 0 0

Bulk users creation

.

Create new user
'; Messaging
* Send message
&) Server management
& Overall information
* Today
* Specific date
': User management
All users

-

Activated users
Disabled users
Locked users
Search users
Disposable Desktops
Generate mail list
Total logins of today
LDAP connections
EApplication management

* Applications

* Citrix XenApp

* TS RemoteApp

* Categories

* 2 0 e e 0 0

.

# system maintenance
* Cache

* File access

* All organizations
* Packages

.

\}‘j Organization management —

Enterprise Dashboard

L TS RemoteApp

BER

Add/remove Terminal Services RemoteApp (TS RemoteApp) Applications

Add new TS RemoteApp
\ Application name: *
n /| path: =
- Server (Hostname): *
. Port: *

Connection user: *

Connection password: *
Application icon:

Launch application full @ Yes

screen?
Use ProperlavaRDP applet?
Use Hobsoft tehnology?
Disable native RDP client

* Mandatory fields

Application name Path

TS- FFox Office Only
Microsoft Word 2007

Microsoft Excel 2007

Microsoft PowerPoint 2007 c:\Program Files\Microsoft Office\Office12\POWERPN office.startforce.com

Skype
Adobe Reader 9

Firefox RemoteApp
o 3

() No, window dimensions: 100

c:\program files\mozilla firefox\firefox.exe -safe-mo 192.168.1.115
c:\program files\microsoft office\office12\winword.e: office.startforce.com

c:\program files\microsoft office\office12\excel.exe office.startforce.com

c:\Program Files\Skype\Phone\Skype.exe
c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd: office.startforce.com

c:\Program Files\Mozilla Firefox\Firefox.exe

3389 |default is 3389

px width, by 100 px height

©

OJ

Add Application

Server Port Connection use]
3389 Administrator  «
226 Administrator ‘g
226 Administrator ‘
226 Administrator

office.startforce.com 226 Administrator
226 Administrator

office.startforce.com 226 Administrator ~

" | s

Special notes about TS RemoteAPPs:

o These apps require a username/password. This is the designated remote app user specified on the
Windows RDS server.

e Select the “Use ProperJavaRDP Applet” option. The Hobsoft option is no longer supported and
will be removed in future releases.

o Typically the “Disable native RDP client” should be left unchecked. This is relevant to our ISO
client boot option and provides the most optimal user experience in this environment.

As with web-based applications you can select the icon to be associated with the Windows app.
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Managing Application Permission

Once applications (web-based and Windows-based) are defined then you must grant permission to these
apps for select users.

Subscriptions f u
Application Category Subscribed
Adobe Photoshop CS2 Programs

Adobe Reader 9 Programs
Web apps
Programs
Applications Settings
AudioPlayer Media
Blippy Web apps
BS1 Accounting 2009 Programs
Bulk Uploader System
Calculator Programs
Calendar Programs

Contacts Manager Programs

&)
@

Cooliris Viewer Media

Select the user for whom you would like to manage application permission then right-click on that user.
Select the “Subscribed applications...” option from the pop-up menu. Scroll to find the applications and
check to grant permission, uncheck to revoke permission.



Managing Groups (optional)
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Groups can be defined in the ZeroPC system. A user can be a member of one or more groups. One of the
benefits of using the groups feature is to allow the administrator to manage application access across

multiple users.

Enterprise Dashboard
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R] My Organization
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Billing records
Ext. sharing restrictions

.
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* Safe zone restrictions
* File servers
* Password policy
* Remember Me setup
* Web Apps
- il Logging
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': User management
All users
Groups
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Disabled users
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¢ e 0 e e 0

Bulk users creation

<

Create new user
= : Messaging
* Send message
= 5 Server management
= & Overall information
* Today
* Specific date
': User management
* All users
* Activated users
¢ Disabled users
.

Locked users
< L

= ’ Group management
& Showing all groups: click on a group to view member in group
f?; All users User 1D E-mail Account state First name
sTusers ageagaas.ag ACIIVE none
B, Admin Q
: X sfuseril adea@das.dg ACTIVE None
13, liltest Q —
< sfuser39 adea@das.dg ACTIVE None =
¥, test aroup storage 1 Q |3
p sfuserd0 adea@das.dg ACTIVE None
&% New group...
sfuserd1 adea@das.dg ACTIVE None
sfuserd2 adea@das.dg ACTIVE None
= sfuserd3 adea@das.dg ACTIVE None
sfuserd44 adea@das.dg ACTIVE None
sfuserds adea@das.dg ACTIVE None
sfuserd6 adea@das.dg ACTIVE None
=Ceoocoasy odeomdo Jdo LW 2 AN - o

'S

]

ip: test group storage 1

: sorokal3

565

* @ New folder (9MB of S50MB used)
@ group manager (4MB of S0MB used)

@ org manager (0B of SOMB used)

Click on icon for editing group folder custom values.

To manage Group features right-click on the group and select the appropriate option from the pop-up

menu:

1, liltest

¥ test group sta

&% New group...

SIusSerLlL

sfuser39

sfuserds

To add a user to a group click on the “All Users” group (the first one in the list of groups). This will
display the users defined in the system. Find the user you want to add and right-click on that user. Select
the “Add to group...” option in the pop-up menu and select the appropriate group.
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Disposable Desktops (optional)

All defined ZeroPC users are provided a persistent web desktop. Whenever they login regardless of
location they will get their own personal desktop just as they left it from their last session.

In some use cases, particularly in educational solutions, it is preferable to provide a user (e.g., student)
with a one-time use desktop.

The user is provided with a specific URL. e.g., http://127.1.2.3/os?mode=fifthgradescience

Note the “mode=" parameter and value. This parameter instructs ZeroPC to create a hew copy of a
desktop based on the “fifthgradescience” template. The user is presented with a web desktop that is fully
functional containing all of the assets defined in the specified template. This web desktop is relevant only
to that logged in user. Once they log out of ZeroPC that copy is then discarded and can not be accessed
again.

To use this feature:

Enterprise Dashboard - Nolx]
File
Organization events R v
* Logins Ao ; Disposable Desktops
- Define desktops that are intended for one-time use
'» User management
.
All users Add new disposable desktop profile
* Groups
* Activated users 3
e Disabled Mode Value (i.e. /?mode=xxx)*:
[Sabjeciusers https://stage.startforce.com/os/?mode=
* ks
Locked Users Is personal demo?: [
* Search users
* Bulk users creation Is enterprise demo?: ]

* Create new user
': Messaging
* Send message
@) Server management
& Overall information
* Today
* Specific date

2 Oroanization management

Use this UserID as template*:

Delete account after use?:

Mode Value Is personal demo?

select user

[l

Add profile

Is enterprise demo? Use this UserID as template Delete account after use?

- sorokal No No No -
» User management 1
¢ All users demoenterprise No Yes test No
¢ Activated users new No No liliya Yes
* Disabled users =
& locbad isers personaldemo  Yes No guest Yes
¢ Search users enterprisedemo No Yes guest Yes
* Disposable Desktops disposabletest No No disposabletest Yes =
* Generate mail list -
* Total logins of today test Yes No liliya Yes
* LDAP connections personal Yes No release No
a Application management hey No No release No
* Applications o
* Citrix XenApp testmode No No liliya Yes
* TS RemoteApp liliya No No liliya No
4 2
e 9576 No No No
# system maintenance
¢ Cache 95761 No No No
* File access 11111 No No guest No

o Enter the “mode” value in the right hand panel of the Enterprise Dashboard.

e Leave the “personal” and “enterprise” demo checkboxes unchecked — this is for our hosted
ZeroPC system.
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o A ZeroPC user must be assigned to this disposable desktop template. Typically a specific user is
created for the sole purpose of managing this template.

e For technical housekeeping purposes it is good practice to check the “Delete account after use”
checkbox. This will cause the ZeroPC system to physically remove the assets related to the
disposable desktop created when accessing the system using the “mode=" parameter.

Once the template has been created, you can then login to that template using the username/password of
the user associated to the template. Any changes made to that web desktop are then reflected in any web
desktop created using the “mode="" parameter.



